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Abstract:

Cyberspace invites the jurist in the countries of the Romano-Germanic
family to rethink the theory of the sources of law. The theory of formal
sources which derives the validity of a norm from its official mode of
formation appears to be completely out of step with the actual modes
regulation of the Internet, among which standards coming from atypical
sources (private self-regulation, co-regulation, soft law processes)
occupy a determining place. . This study situates the reality and
importance of the regulatory activity of cyberspace actors by evaluating
its impact on the effectiveness of formal state standards. The text
attempts to demonstrate how the product of the self-regulatory activity
of cyberspace, embodied by informal norms, could constitute the
normative complement of formal norms. Only a renewed, even
Americanized, approach to source theory makes it possible to account
for the phenomenon of normative production in the field of cyberspace.
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Cyberspace: Fertile ground for unofficial regulation

Introduction:

« Hier encore, I’Etat tenait le premier role sur la
scéne politique nationale et internationale. Réduisant
les autres acteurs au rang de faire-valoir ou de figurants,
il récitait un grand texte d’auteur, celui de la «raison
d’Etat» souveraine, qui semblait n’avoir été écrit que
pour lui. Dans la nouvelle distribution contemporaine,
1’Etat n’a pas disparu ; [il] apparait désormais comme
le représentant un peu vieillissant d’une grande
compagnie classique, perdu au milieu d’une troupe
d’amateurs exécutant un programme improvisé, le
forcant ainsi a adapter son texte a une intrigue dont le
sens général parait parfois lui échapper »

[F. OST, M. VAN DE KERCHOVE, 2002] *

Maurice Hauriou noted the triumph of the State since the 19th century:
"The State is a summit from which one cannot descend".? This success is such
that, before globalization calls into question the relevance of State structures, it
is the State itself that has been globalized, to the extent that all the world's
territories are now criss-crossed by States.® It is for this reason that the state is
described as "THE form of organization of human societies",* "the imposed
figure of political organization".® It is therefore something fundamentally
common and habitual. But law, too, is quite common and habitual; this does not
prevent it from being indefinable. In this sense, the state is certainly that which
is juridical as opposed to that which is not juridical. And in this sense, it is
remarkable that the author of the article "Etat" in the Dictionnaire de la culture
juridique argues that the “crisis of the State™ is due to phenomena that the State
finds difficult to control, and that the best illustration of this situation is the
Internet.®

Although the Internet is the result of a university project and research by
the American Pentagon, it has developed as a private transnational phenomenon
independent of any state or inter-state regulation, so much so that even today it
doesn't fit neatly into the boxes of the territorial division of power. In this sense,
Professor Marie-Anne Frison-Roche sees the law of Internet communication as
atypical example of a "law of regulation™, i.e. a law over which "the state cannot
extend its power".” Regulation occurs," adds the professor, "because the State
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no longer has the means to keep the sector in question within its sphere; it is
overwhelmed by the task. And it is most often overwhelmed geographically,
because the notion of territory loses its meaning".®

States have in a way sought to regain control, but their action remains
largely peripheral to the Internet, since the Internet is characterized not only by
significant private self-regulation, but also by the development of new forms of
normativity that can combine public and private power, to such an extent that we
may wonder whether examining the sources of Internet law should not lead us to
reconsider the theory of the classic sources of law.®

Indeed, there is no longer any denying that cyberspace, a phenomenon
whose reality and influence are indisputable, tends to limit and even challenge
the State. While the development of international law undermines its
sovereignty, the development of transnational law such as the Internet threatens
its power.

With this in mind, our analysis of the sources of Internet communications
law tends to show that the Internet is only partially covered by public sources of
law (the first topic), while private sources are constantly being called upon to
regulate it (the second topic).

THE FIRST TOPIC: The partial takeover of the Internet by traditional
sources:

The Internet is indeed a world of law, contrary to claims that it is a legal
Far-West. Moreover, the problems posed by the Internet phenomenon generally
stem not from the absence of standards, but rather from their application, due to
the sometimes elusive nature of electronic communications. The aim of my
contribution is not to analyze the actual content of the rules, as this is the subject
of other studies... however, identifying the sources involves identifying the rules
governing the Internet, including any standards that may emanate from its
governance, and it is only once these rules have been identified that we can
analyze their origin, their source and the process by which they were drawn up.

By classic or public sources, we mean those authenticated by the classic
theory of formal sources, and whose mobilization is likely to reveal the degree
of state control over the Internet, or at any rate their desire to regulate the
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phenomenon.

Given the intrinsic transnationality of the Internet, efficiency would
dictate that public regulation of the phenomenon should spring from
international sources,'® However, we shall see that the formal sources of
international law are scarcely mobilized in relation to the Internet -First
requirement - , so much so that in domestic orders, the transnationality of the
Internet, among other factors, contributes to depreciating the queen source,
which is the law - second requirement -.

First requirement: International sources in the background :

The first point, which | won't go into at length, is the existence of a
common body of international law, i.e. the general rules which are not
specifically aimed at the Internet but which are intended to apply to the electronic
network, such as the prohibition of interference in internal affairs, the obligation
of due diligence, and the rules for the protection of the human person,such as
freedom of expression: the question of the sources of these rules does not call
for any particular comment in the context of my study. What I'm aiming at are
the sources of international law that lead to rules that specifically concern the
Internet, and the 1st thing that jumped out at me was the paucity of public
international law on the Internet.

This poverty manifests itself primarily in the total absence of any public
international regulation of the network (-1-), and in the fact that the formal
sources of international law are not mobilized to govern the essential, but rather
the accessory (-2-).

(-1-) The ITU (International Telecommunication Union) could have been
entrusted with the regulation of the Internet by the States. The question was
raised in a somewhat controversial manner at the 2012 conference!! by certain
States who wanted to internationalize Internet law in order to better control it;
China, Russia and the United Arab Emirates wanted to extend the scope of the
International Telecommunication Regulations to the Internet, not so much to
regulate its development as to better control the network, since they wanted the
regulations to enshrine the sovereign right of each state to regulate the Internet
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on its territory. This provoked very strong opposition from Western states, led
by the USA, which wanted to preserve the freedom of the Internet, and in any
case avoid appropriation by certain states (to preserve the network from state
interference).

There have been other proposals for the internalization of Internet law,
which | won't go into here, but the problem is that the Internet is already in place,
and functions without the involvement of states, particularly in the technical
aspects, such as transmission and porting protocols, which are thework of
private individuals; and so achieving international regulation of the Internet
would almost presuppose a prior nationalization of the network, whichis clearly
not on the agenda. So rather than regulating the essential, international law is
content to regulate the accessory.

(-2-) There are very few international treaties specifically aimed at the
Internet, such as the Convention on Cybercrime adopted under the aegis of the
Council of Europe in 2001 and its additional protocol,'? but these are only
solutions that have been described as very classic, in the sense that they bring
into play the territorial jurisdiction of states.!® In fact, the few international
treaties that deal with the Internet are more concerned with harmonizing national
legislation than with regulating the Internet. There are also a number of
international treaties on cooperation between states, notably in the field of cross-
border data flows, and bilateral conventions have been used in the fight against
terrorism.** It could still be used to combat the phenomena of digital havens,
but once again, there are very few treaties that tackle Internet law head-on. In
fact, the Internet has not been the subject of any universal treaty, even if
conventional norms concerning intellectual property, whether or not related to
international trade, are likely to be applied to it.?°

In any case, harmonization implies that States, through a common
political will, bring their legal systems closer together on issues relating to
cyberspace; and the first step would be to agree on a minimum set of universal
values, whose effective application they would be responsible for ensuring.
However, it is doubtful that States are really more inclined to come closer
together through harmonization than to agree their positions within the
framework of treaties, since the issues in both cases are relatively the same, while
the means, if they differ, are similar in that they presuppose finding, more or less
explicitly, political agreements. Differences between national conceptions are
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no less an obstacle to harmonization than to unification. Both imply a "legal
acculturation™,*® possibly an "Americanization of the law", whichlawyers in
different countries and legal cultures may not be ready to welcome. Ifonly to
transcend the Romano-Germanic law/common law divide is no mean feat. It may
be a long time before governments become "champions of comparative law".*’

Nevertheless, as is often the case in emerging normative fields (such as
environmental law), soft law production methods (recommendations by
international organizations, such as the numerous UNCITRAL model laws and
non-conventional concerted acts'® ) are tending to be used more and more, which
could augur well for the development of an international Internet law based on
processes leading to binding norms, once soft law has been tested.

As for the other sources of international public law, they are very little
used, | have not managed to identify any customs in place, perhaps the case law
deserves to be mentioned in particular on the European Court of Human Rights
on new technologies that can be considered as a source of this law of the
Internet.*®

In the European Union, for example, there is a common body of law that
applies, such as EU private international law, the Rome 1 and Rome 2
regulations, which can govern Internet-related disputes, but if we look at the
regulation or the very purpose of the Internet, there are relatively few texts, such
as the 2000 directive on e-commerce, which also calls on states to harmonize
their national legislation. And so all this contributes to the depreciation of
national sources, which is the 2nd point.

Second requirement: Domestic sources of low added value :

There's no shortage of legislation governing the use of the Internet and the
Web. This is illustrated, for example, by the numerous provisions enacted since
the 90s: conditions and procedures for setting up and operating Internet
services,?® electronic exchanges, electronic proof and signature, 2! electronic
certification,?? processing of personal data,”® e-commerce,?* protection of
copyright and neighboring rights, cybercrime®... from a quantitative point of
view, the problem is not so much the low number of legislative standards
enacted, but the large number of non-legislative standards enacted, this being the
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consequence of the legislator's difficulties in enacting consistent and effective
legislation.

The depreciation of national sources in the regulation of the Internet is
manifested, obviously for questions of efficiency, to which I'll return later, but
also by the fact that the law ultimately retranscribes norms that come from
higher sources (treaties, directives, etc.) and so the creative genius of the
legislator is not much in demand. Where the Internet is concerned, we might
even wonder whether the law is really the work of parliament. if we refer to
Algerian laws specifically devoted to the internet, we can point out, by way of
example, that Algeria has updated its Personal Data Protection Policy in
accordance with law no. 18-07 of June 10, 2018, which is none other than the
retranscription of the RGPD?® which came into force one month at par before
(on May 25, 2018), which is in turn inspired by the "Guiding Principles for the
Regulation of Computerized Personal Data Files" adopted on December 14,
1990 by the United Nations General Assembly as part of its resolution
A/RES/45/95.

We can also take the example of French law, where we note that an
organization such as the Internet rights forum?’ was behind a bill aimed at
reinforcing consumer protection in distance selling,?® which was partly taken
up by the Chatel law of December 2007. Another example is Quebec's law on
the legal framework for information technology, which does not hesitate to refer
to technical standards adopted in private international forums, so that, as
Canadian Professor Pierre TRUDEL writes, "the law thus takes the form of a
component, of a process within which other sources of normativity play a more
or less dense role". 2°

All these phenomena ultimately lead to a depreciation of national law.
Added to this is the cumbersome nature of the formal procedures for creating
law, in the face of the rapid evolution of digital networks, which poses a problem
of arrhythmia.®® The regulation of cyberspace by law is largely justifiedby the
perceived risks that unregulated use of the Internet can cause. It istherefore
foreseeable that normativity relating to the Internet is perilous, and even
sometimes futile, in the context of risk anticipation/ management/ distribution,
which is one of the major concerns of legal systems.

But the most disparaging aspect of national law is the discrepancy
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between its territorially limited character and the transnational basis of the
Internet®! : does this mean that a State can now apply its law outside the limits
of its territory, and thus disregard the sovereignty of other States? More
fundamentally, is the very definition of the State being called into question by
the technological phenomenon of the Internet? Classical doctrine teaches us that
territory is one of the essential conditions of a state's legal existence. Ignoring its
scope could lead to unfortunate challenges. Carré de Malberg nevertheless
points out that "the sphere of power of the State coincides with the space over
which its means of domination extend", and that "the State thus exercises its
power not only over a territory, but over a space, a space which, it is true, has
as its basis of determination the territory itself".3> The notion of territory has
long since been dissociated from that of land. There is nothing, at least
theoretically, to prevent it from being extended to larger or smaller portions of
cyberspace, which would itself become a vast border zone where states would
be in a kind of competitive situation. Generally speaking, this very real
multiplication of links between content present on the Net and the law of a State,
whatever their respective geographical locations, does not seem to call into
question the very definition of the State form.3® Nevertheless, we are forced to
note that even if servers, access providers and network users are geographically
localized, the best national legislative arsenal cannot regulate the phenomenon
without impeccable inter-state cooperation, which to date is rarely forthcoming.

More fundamentally, the application of state law depends on the ability of
states to engage physically within their geographically established jurisdictions,
at least theoretically.3* However, the emancipation of territorial constraints in
cyberspace, coupled with the delocalized virtual nature of this electronic
environment, totally eludes this ability and could affect the expression of
normative and coercive powers in this environment. The "Great Chinese
Firewall" in front of high-ranking Websites (like American search engines such
as AltaVista and Google...)® to, officially, restrict access to sites of a prejudicial
nature,® raises suspicions of the establishment of borders in a certain Chinese
cyberspace.?’

At the end of this brief survey of Internet standards emanating from
classic, or orthodox, sources, we can see that cyberspace law is characterized by
the fact that all state sources are, for one reason or another, "in crisis". As a result,
it would be characterized by the retreat of state sources in favor of non- state
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sources, particularly private ones. And we shall now see that the more
"heterodox" sources of law occupy an essential place within this network.

THE SECOND TOPIC : The proliferation of unofficial sources in
Internet regulation

Alongside the secular sources we have just considered, there are less
majestic sources of law that flourish in the interstices of official sources of law.

The heterodoxy, not to say heresy, of the formal theory of the sources of
law can be seen in the importance of private sources in the regulation of the
Internet, but also in the de-formalization of public sources. In the context of my
study, | will focus solely on private sources, whose development always goes
hand in hand with the "“crisis of law", or at least the "crisis of the state", the main
issue of my article.

Since we're moving away from the formal theory of sources, I'd like to say
a few words about the material sources of cyberspace law, in particular the
Declaration of Independence (First requirement), before moving on to the
"pseudo-formalsources - why pseudo, because they don't fit into the positivist
nomenclature; what are they? (Second requirement).

First requirement: private material sources :

From its very beginnings, the Internet has been experienced as an a-state
space of freedom, based on the idea of self-management, as has been noted: “the
web was initially frequented by pioneers of Anglo-Saxon origin, from university
backgrounds, young, male, and for the most active, marked by Californian
utopias (New Age, counter-culture ideas) and anarcho-capitalist (libertarian)
theses" 38

The first efforts by states to regulate the network were perceived - and
sometimes continue to be perceived - as undue interference, as demonstrated by
the "Declaration of Independence of the Cyberworld"® drafted by John Barlow
in response to the Communication Decency Act of 1996 - the first legislation on
the Internet adopted by the USA, the purpose of which was to penalize the
distribution of pornographic or obscene files. The Arab Spring and the Wikileaks
affair have not failed to fuel this perception of the Internet as a counter-power to
the state.
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In a largely unprecedented move, Internet players are challenging the very
legitimacy of government action - all the more so when it emanates from
authoritarian regimes anxious to lock down the network, while liberal states
open to private self-regulation®® are content to set up safeguards. These
considerations underline the importance of private normativity in Internet
regulation.

Second requirement: Private pseudo-formal sources :

It must be emphasized that the architecture and general organization of
cyberspace is not merely the negative expression of a balance of power, i.e., in
this case, a greater or lesser obstacle to the application of the law. The Internet -
and this is essential - generates its own codes of behavior, its own customs,
totally autonomous from States.

First of all, there are the rules behind "Netiquette": this is the code of
conduct for Internet activities,** particularly when exchanging information in
forums, by e-mail and on social networks. The aim of this deontological
framework is to describe the polite behavior and good manners to be observed
on the Net.*? More specifically, Netiquette is divided into three parts: rules
applicable to person-to-person communication, including e-mail; rules
applicable to person-to-person communication, including mailing lists; and rules
applicable to information services, including all web services. Examples of
standards that are classically found in Netiquette include the requirement to
write only short messages, the prohibition on writing text in capital letters (using
capital letters is tantamount to shouting), and the requirement to respect a certain
"code-smileys"...*3

Netiquette, the etiquette of the Net, thus represents the various
"unofficial" rules of etiquette on the Internet. These rules of courtesy are the
result of spontaneous generations of usage forged by users themselves as they
use the Internet. Today, the general conditions of use of access providers, web
hosts and portals very often refer to netiquette in their contracts, and a user's
failure to comply with this code can result in the suspension or termination of
his or her account. To this end, a clause such as the following is used: "Netiquette
IS the code of conduct for Internet users, whether professional or private. Failure
by the user to comply with this code may result in the suspension or termination
of the user's account”.** Netiquette thus benefits from the legal force conferred
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by conventions. For example, with regard to the practice of sending unsolicited
mass e-mails, a Canadian court ruling (Ontario Supreme Court 9-07-99)* even
referred directly to netiquette in upholding an ISP's decision to terminate a
contract on the basis of netiquette.

In addition, and on the model of the lex mercatoria* of international
trade, we can observe a lex electronica*’ developing: a set of private norms
governing the Internet network, which would have several aspects:

Firstly, it is the result of the technical standardization of the Internet,*
with private forums, which are at the origin of all the security, accessibility and
interoperability standards that ensure the functioning of the Internet's technical
network. This standardization is now elaborated by the Internet Engineering
Task Force, which deals with all these protocols. As for formalism: even if
developed in a private setting, technical standards are the fruit of the
implementation of finely-specified procedures that are strictly adhered to, since
the trust and consensus necessary for their effectiveness depend on them* -
standardization structures are voluntary and negotiated in nature, and must
therefore be conventionally accepted by contract in order to produce their
effects.

Depending on its purpose, the aim of a technical standard can be social:
the purpose of a technical standard is to set a precise standard which, once
uniformly respected, guarantees the interoperability of the tools used by Internet
users and professionals.>® As a result, it applies to both infrastructure and info-
structure, against the backdrop of the relativity of values. Incidentally, if the
computer codes on which software is based, regardless of the programming
language in which they are expressed - Java, Pascal, C/C++, Perl, DOT NET,
etc. - authorize certain actions in the cyber world, then it's not just a matter of
the software itself. - authorize certain actions in cyberspace, they can also
contribute to prohibiting others. One example is authentication, without which it
may be impossible to access certain content, for example on an intranet or, more
commonly, via e-mail. The virtual wall of computer code that a password can
represent is also a way of putting into practice values such as the protection of
privacy.>

As a result, the technical framing of rights and freedoms is a reality in the
virtual world of cyberspace. And if we take a closer look at this normative
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process, it's extremely interesting to see that there is indeed a reference standard
that itself explains how technical law is created in this field. In any case, we can
detect an interesting normativity that could come under the heading of lex
electronica .

As for its origin, a technical standard is most often produced by a
private transnational non-profit institution, by one of the major firms in the
sector in a dominant position, or by a public international organization; but it is
never produced by the two main jurislators, the legislator and the courts.

The technical standards that make up Internet law are highly symptomatic
of the fact that private structures are challenging the legitimacy of public bodies
to create law. Indeed, in general terms, the field of technical standards is a
striking illustration of the fact that "the State now shares the burden of producing
law, of constructing legal spaces, with private powers" >

A significant proportion of the rules binding Internet users are contained
in the standard contracts imposed by the main web services: these are the
famous general conditions of use that Internet users must "accept" in order to
use the service, whether it's a distance commerce service or a social networking
service. Although they are accepted contractually, individually by each user,
their general scope makes them regulations as much as contracts. What's more,
some services have become so central to the social lives of so many individuals
that their terms and conditions of use are akin to real laws that it's impossible to
refuse, since it's impossible to live without them. Firefox, Yahoo!, Gmail,
Facebook ,Tweeter, Instagram, YouTube... Today, no one disputes that these
"digital giants" have acquired the factual capacity to exert constraint and guide
behavior... in the same way as the state! . This self-regulation of essential web
services is an incredibly revealing illustration of the competition with existing
state law. This is even more true of social networking services, which have their
own intellectual property law®* and their own personal data law.>®

In the same context, we could also mention the free licenses® - for free
software in particular - proposed by non-profit organizations such as the Open
Source |Initiative,>” and Creative Commons.® These flexible "copyright"
contract models _ known as Creative commons - have spread impressively
around the world, to disseminate creations, especially online. And although the
State has long erected a relatively complete legal framework for intellectual
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creations, which is generally of public order and therefore indelegable, the
authors of works disseminated via the Internet in many cases prefer to work
within the framework of this privately-originated right formed by creative
commons.>®

All of which goes to show that it is indeed standard contracts, rather than
existing laws, that are at the heart of the legal regimes applicable to cyberspace.
This raises the question of whether an electronic lex mercatoria is not also
developing, as a sort of revival of the lex mercatoria theory ...

If we push a little further, we could ask ourselves whether there isn't, for
example, a lex facebook, or a lex tweeter, where everything is initially based on
a contract between the user and the American firm, but behind this contract there
is also a kind of institutional power manifesting itself. If tweeter decides
tomorrow that messages will no longer be in 10000 characters®® but in 280 as
before, can we see in the contractual framework the manifestation of a
transnational private power that imposes its rules everywhere in the world?
After all, it's well established that the drafters of standard contracts exercise de
facto regulatory power. %

Of course, there are ICANN®? rules which would be part of this lex
electronica...

Here, too, the two schools of thought may clash: for a positivist, it's
nothing more than self-proclaimed legal daub? or, at best, a custom that only
becomes positive law if it is enshrined in domestic law, as was the case, for
example, with Netiquette, which was recognized as a source of law in an
Ontario Supreme Court decision as early as 1999, in this case to vindicate an
Internet service provider that had terminated a subscription contract on the basis
of Netiquette.®® This was the first recognition of a specific transnational usage as
a source of law.%*

We can take a more institutionalist stance, and in any case a more pluralist
one, which consists in saying that, by observing realities, we have norms that
flourish, that are applied and respected, that state intervention is merely
pathological, and that the entire community of Internet users is nevertheless
governed by these norms, independently of a state endorsement that, once again,
is only exceptional. For my part, | would tend to consider these norms as almost
autonomous sources of Internet law.
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Conclusion:

Cyberspace, with its particularities, represents today one of the most
interesting challenges posed to the legislator of the Latin-Germanic family. We
have seen how private sources benefit from fertile ground for their emergence in
cyberspace. The first characteristic of their regulation lies in its mode of imposed
intervention. Indeed, the new norm that results, and which directly conditions
behavior, is strictly speaking invisible. It is not the result of an open consultation
process, it does not give rise to parliamentary debates or public positions, apart
from a few discussions within small groups of experts.

In other words, this standard does not meet the requirements of a
democratic process. But the fact is that it is there! It regulates! It implements —
or not — a certain number of values. It guarantees certain freedoms, or prevents
them. It protects privacy, or promotes surveillance. She governs cyberspace, she
is its laws and she decides how it should function and how we should behave in
it.

The words of Philippe Jestaz come to mind: “The fact of private legislation
corresponds to a withdrawal of public power and not to a weakness™ [Philippe
Jestaz, 2005]. The exclusion of the State from the regulation of this cyberspace,
on the grounds that it and its traditional modes of regulation are particularly
ineffective in cyberspace, is an attitude which denotes a certain radicalism. On
the other hand, suspicion, even condescension, with regard to an alternative
normativity which finds its expression in informal norms reflects conservatism,
even blindness in the face of a certain mutation of the law.

The fact remains that cyberspace and the Internet contribute to the
trivialization of the State. And we observe every day how these competing
private normative claims come up against the sovereignty of States so that today
the web giants behave like true heads of state. Immediately comes to mind the
famous speech by Mark Zuckerberg on January 9, 2015 concerning the affair
will censor the caricatures of the Prophet Mohammed (peace be upon him): "We
follow the laws of each country, but we never let a country or group of people

dictate what people can share around the world”. ®®

Maurice Hauriou noted the triumph of the State since the 19th century:
“L’Etat est un sommet d’ou I’on ne peut descendre” ® It is clear that the State of
today is far from being that of yesterday.
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! Trad : "Only yesterday, the State played the leading role on the national and international
political stage. Reducing the other actors to the rank of stooges or extras, it recited a great
authorial text, that of sovereign 'raison d'Etat', which seemed to have been written only for it.
In the new contemporary cast, the State has not disappeared; [he] now appears as the slightly
aging representative of a great classical company, lost in the midst of a troupe of amateurs
performing an improvised program, forcing him to adapt his text to a plot whose general
meaning sometimes seems to escape him", F. OST, M. VAN DE KERCHOVE (2002), De la
pyramide au réseau? Pour une théorie dialectique du droit, Publications des Facultés
universitaires Saint-Louis (Bruxelles), p. 125.
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